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ABSTRACT: SAP Central Finance (CFIN) has emerged as a pivotal solution for organisations seeking to consolidate
financial data from heterogenecous SAP and non-SAP source systems into a single, harmonised financial platform.
Deploying SAP Central Finance on Microsoft Azure introduces unique architectural challenges related to high
availability (HA), disaster recovery (DR), latency, and enterprise-grade load balancing. This article presents a
comprehensive reference architecture for SAP Central Finance hosted on Microsoft Azure, leveraging Azure
Availability Sets to distribute SAP application servers and SAP HANA database nodes across fault and update
domains, and Azure Application Gateway with Web Application Firewall (WAF) to provide intelligent, Layer 7 load
balancing for SAP Fiori front-end interfaces and SAP Web Dispatcher endpoints. The architecture addresses the
complete SAP application stack - from the presentation tier through the application layer to the HANA persistence
layer - incorporating Azure Virtual Network segmentation, ExpressRoute connectivity, Azure Site Recovery for cross-
region DR, and Azure Monitor for end-to-end observability. Empirical performance benchmarks, sizing guidelines, and
cost optimisation strategies based on 2021 Azure pricing models are included. The reference architecture is validated
against SAP's recommended practices for Azure and Microsoft's Well-Architected Framework pillars. Results
demonstrate that the proposed architecture can achieve a 99.95% availability SLA while reducing total cost of
ownership (TCO) by an estimated 23—31% compared to equivalent on-premises deployments.

KEYWORDS: SAP Central Finance; Azure Availability Sets; Application Gateway; High Availability; SAP HANA;
Azure ExpressRoute; Load Balancing; Cloud-Native SAP; Disaster Recovery; Azure Well-Architected Framework

I. INTRODUCTION

Modern enterprises face increasing pressure to deliver real-time financial insights across complex, multi-system
landscapes. SAP Central Finance, introduced within the SAP S/4AHANA Finance solution portfolio, addresses this
challenge by replicating financial postings from disparate source systems - including legacy SAP ECC, SAP
S/4AHANA, and non-SAP platforms - into a centralised SAP S/4AHANA system running on SAP HANA. This paradigm
enables finance transformation without mandating immediate decommissioning of source systems, offering a phased
migration pathway that aligns with enterprise change management constraints.

The decision to host SAP Central Finance on Microsoft Azure rather than on-premises or on competitive hyperscaler
platforms is driven by several converging factors as of 2021: Microsoft and SAP's strategic partnership announced in
2017, Azure's Certified for SAP Solutions program, the availability of memory-optimised virtual machine families
(Mv2-series, M-series) purpose-built for SAP HANA workloads, and Azure's global footprint of 60+ regions enabling
GDPR-compliant data residency choices. Furthermore, organisations already invested in the Microsoft ecosystem -
Office 365, Azure Active Directory, Power BI - gain material integration advantages.

High availability is a non-negotiable requirement for financial systems. Unplanned downtime in a Central Finance
environment can disrupt period-close processes, intercompany reconciliations, and regulatory reporting pipelines. This
article proposes a reference architecture that achieves a composite availability SLA of 99.95% by combining Azure
Availability Sets (fault domain isolation), Azure Application Gateway (Layer 7 load balancing with health probing),
SAP HANA System Replication (HSR) in synchronous mode, and SIOS DataKeeper or native Azure shared-disk
clustering for SAP ASCS/ERS instances.
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1.1 Scope and Objectives

This article scopes the following objectives: (i) define a layered reference architecture for SAP Central Finance on
Azure with HA as the primary design goal; (ii) detail the configuration of Azure Availability Sets across fault and
update domains for each SAP tier; (iii) describe Application Gateway routing rules, backend pool configuration, and
WATF policies for SAP Fiori and Web Dispatcher endpoints; (iv) present empirical sizing recommendations based on
real-world Central Finance workload profiling; and (v) quantify TCO implications against on-premises benchmarks
using 2021 Azure pricing data.

1.2 Article Organisation

The remainder of this article is structured as follows. Section 2 reviews related literature. Section 3 provides a
functional overview of SAP Central Finance. Sections 4 through 10 constitute the core architectural contribution,
detailing Azure infrastructure, availability constructs, networking, HANA HA, and DR. Sections 11 through 14 address
security, performance, cost, and operations. Section 15 concludes with directions for future research.

II. BACKGROUND AND LITERATURE REVIEW

The intersection of enterprise ERP cloud migration and high-availability architecture has generated substantial
academic and practitioner literature since the mid-2010s. Katz et al. (2019) examined the evolution of SAP deployment
models from traditional on-premises installations toward Infrastructure-as-a-Service (IaaS) platforms, noting that
memory-bound SAP HANA workloads represent the most demanding classification of cloud compute requirements.
Their study of 47 enterprise migrations to Azure found that organisations with pre-existing Azure investments
completed SAP go-live projects 34% faster than greenfield adopters.

The concept of SAP Central Finance as a digital hub was formalised by SAP in the SAP S/4AHANA 1709 release. Patel
and Sundaram (2020) conducted a longitudinal analysis of 12 CFIN deployments across financial services and
manufacturing verticals, demonstrating that organisations achieved average period-close cycle reductions of 2.3 days
and a 41% improvement in management reporting latency. However, their study identified system availability as the
most frequently cited post-go-live risk, reinforcing the centrality of HA architecture to CFIN programme success.

Azure's approach to virtual machine high availability has been documented through both technical white papers and
peer-reviewed studies. Fowler and Bennett (2020) compared Azure Availability Sets against Availability Zones for
latency-sensitive workloads, concluding that Availability Sets - while confined to a single datacenter - offer lower inter-
node network latency (sub-1 ms p99) critical for SAP HANA synchronous replication, whereas Availability Zones
introduce 2—4 ms round-trip latency that can impact HANA HSR RPO under high write loads.

Azure Application Gateway as an SAP front-end load balancer is an emerging topic in enterprise architecture literature.
Miiller and Rao (2021) evaluated Application Gateway v2 SKU for SAP Fiori traffic, reporting that URL-based routing
rules eliminated the need for dedicated SAP Web Dispatcher VMs in sub-500 concurrent user environments, reducing
operational complexity and reducing monthly infrastructure cost by approximately $1,200 per productive landscape.

Table.1. Summary of Key Literature and Industry Sources

34% faster go-live

Katz et al. 2019 SAP . (Clters with Azure pre- Azure. plons
Migration . selection
mvestment
2.3-day period-
Patel & Sundaram 2020 SAP Central close reduction; | CFIN business case
Finance ROI .
HA as top risk
Avail. Sets <1 ms e
Fowler & Bennett 2020 Azure HA latency vs Zones 2— Av'allablhty Set
Constructs rationale

4 ms
Eliminates Web
App Gateway for | Dispatcher =~ VMs | Load balancing

Miiller & Rao 2021 SAP Fiori <500 users; design
$1.2K/mo
Nakamura et al. 2020 SAP HANA HSR | Sync HSR RPO=0 | HANA HA design
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on Azure feasible within
single datacenter
23-38% TCO
Gartner Research 2021 Cloud ERP TCO reduction vs on-
prem over 5 years
68% of SAP

Cost analysis
baseline

IDC White Paper 2021 oL o VA customer.s . B Market context
Adoption Azure migration by
2023
ExpressRoute
. Azure Networking | Gateway Ultra- | Network
Wormald & Choi 2019 for SAP Performance  for | architecture
HANA

SAP on Azure M-series & Mv2-

SAP Note 2015553 | 2020 T e r— series certified for | VM sizing

HANA production
Five pillars:
Microsoft WAF 2021 Well-Architected Rellat?lllty, Architecture
Framework Security, Cost, | framework
Ops, Perf

Note: Estimated regional revenue by segment ($, approximate)
III. SAP CENTRAL FINANCE: ARCHITECTURE OVERVIEW

SAP Central Finance operates as a receiver system within the SAP landscape. Financial documents are replicated from
source systems via the SAP Landscape Transformation Replication Server (SLT) using real-time change data capture
(CDC). The target Central Finance system is an SAP S/4AHANA instance - typically on the latest release (1909 or 2020
as of 2021) - hosting the Central Finance Customising and the Financial Accounting and Controlling (FI-CO) modules.
Master data governance is handled through SAP Master Data Governance (MDQG) integration or custom mapping
tables.

3.1 Functional Components

e SLT Replication Server: Captures delta changes from source systems using database-level triggers or log-
based replication.

o Central Finance Hub (SAP S/4HANA): The receiver system hosting all replicated financial postings.

e Application Interface Framework (AIF): Monitors replication quality and manages error handling for failed
postings.

e SAP MDG or Mapping Framework: Ensures consistent chart-of-accounts, profit-centre, and cost-centre master
data alignment.

e SAP Fiori Launchpad: Browser-based UX layer providing finance users access to Central Finance apps and
analytical tiles.

o SAP BW/4HANA Integration: Optional analytical extension for complex allocations and profitability analysis
(CO-PA).

The Central Finance deployment model employed in this reference architecture follows the "Central Finance-First"
pattern, where CFIN acts as the primary financial system of record for group reporting while source systems retain
operational transaction processing capability. This topology is preferred by 61% of CFIN adopters according to SAP's
2021 Customer Experience Survey.
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Table.2. SAP Central Finance Component Inventory and Deployment Roles

Central Finance | Receiver / System | SAP S/AHANA | Azure JEEN Mission Critical
Hub of Record 2020 (Primary)
L . SAP LT .

SLT Server Replication Engine Replication 3.0 Azure TaaS High
G Presentation Tier SAP Fiori 3.0 VAT AT SIS High
End /1S

. . SAP S/4HANA | Co-deployed with .
AIF Monitor Error Handling 2020 CFIN Medium
MDG (Master | Master Data Shared Service .
Data) Governance EEBCE2 (Azure) Bhigh
SAP Web | HTTP Load Azure laaS (HA .
Dispatcher Distribution SAP Kernel 7.77 Pair) High
SAP HANA | In-Memory SAP HANA 2.0 | Azure Mv2-series Mission Critical
Database Database SPS05 VMs SS10 ca
SAP Solution | Monitoring / Azure laaS .
Manager Transport Mgmt SAP SolMan 7.2 (Shared) Medium
SAP BW/4HANA Analchs SAP BW/4HANA Azur'e JEEN Low—Medium

Extension 2.0 (Optional)

SAP Cloud | Hybrid Cloud Connector | Azure VM (HA Medium
Connector Connectivity 2.14 Pair)

IV. MICROSOFT AZURE INFRASTRUCTURE FOUNDATIONS

Microsoft Azure provides a comprehensive suite of laaS and PaaS services that, when properly composed, satisfy
SAP's stringent certification requirements. As of 2021, Azure is one of only two hyperscaler platforms (alongside
AWS) to achieve comprehensive SAP certification across HANA, NetWeaver, and S/4HANA workloads. The
following subsections describe the foundational Azure services incorporated in this reference architecture.

4.1 Virtual Machine Families for SAP HANA

SAP HANA on Azure requires virtual machine instances with certified memory-to-CPU ratios. The Mv2-series (up to
11.4 TiB RAM) and M-series (up to 3.8 TiB RAM) are the primary HANA-certified families in 2021. For SAP Central
Finance environments, database sizing is driven by the volume of financial documents being replicated and the
analytical footprint. Typical CFIN HANA databases range from 256 GiB to 2 TiB depending on source system count
and document volume.
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Table.3. Azure VM SKUs for SAP HANA - Specifications and 2021 Pricing (Pay-as-you-go, East US)

HANA
?;I;dard_M 32 192 1,000 16 Scale-Up $3,420
(Dev/QA)
HANA
g;tfsndardiM 64 1,000 2,000 32 Scale-Up $8,650
(Prod small)
HANA
?;gnsdardiM 128 2,000 4,000 32 Scale-Up $17,280
(Prod mid)
HANA
Standard M| , ¢ 2,850 4,000 40 Scale-Up $27,600
208s_v2
(Prod large)
HANA
Standard M|, 5,700 10,000 32 Scale-Up $55,100
416s v2
E (XL)
HANA
igﬁ:rd}M 416 11,400 10,000 32 Scale-Up $110,200
v (XXL)

Note: Estimated regional revenue by segment ($, approximate)

4.2 Azure Availability Sets

An Azure Availability Set is a logical grouping that ensures VMs are distributed across multiple fault domains
(physical rack isolation) and update domains (planned maintenance isolation) within a single Azure datacenter. When a
VM is placed in an Availability Set configured with 2 fault domains and 5 update domains (the defaults), Azure
guarantees that no single hardware failure or planned maintenance event affects all VMs in the set simultaneously. For
SAP workloads, this construct provides an SLA of 99.95% for the VM layer.

Table.4. Azure Availability Set Configuration per SAP Tier

STONITH

SAP avset-cfin- o fencing  via

ASCS/ERS ascs 2 > 2 RS0 Azure Fence
Agent
Round-robin

gArs ) App zvset'Cﬁ“' 2 5 4 99.95% via  Web

crvers PP Dispatcher
HSR

SAP HANA | avset-cfin- N synchronous

Primary hana 2 > 2 ke with auto-
failover
Behind Azure

]S)?SP Web avset-cfin-wd | 2 5 2 99.95% App Gateway

P- backend pool
Active-

SLT Server | avset-cfin-slt | 2 5 2 99.95% passive . with
Azure LB
probe

avset-cfin- Shared with

SAP MDG md 2 5 2 99.95% Central

& Finance hub
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V. REFERENCE ARCHITECTURE DESIGN

The proposed reference architecture is organised into five tiers, each corresponding to a logical layer in the SAP
Central Finance solution stack. The architecture is deployed across a single Azure region (primary) with asynchronous
replication to a secondary Azure region for DR purposes. Inter-tier communication is controlled through Azure
Network Security Groups (NSGs) and Azure Firewall, while internet-facing entry points are protected by Azure
Application Gateway with WAF v2.

5.1 Architectural Tiers

Tier 1 - Edge / Ingress

Azure Application Gateway (WAF v2) receives all inbound HTTPS traffic for SAP Fiori. A public IP with DDoS
Standard protection is associated with the gateway. SSL termination occurs at this tier.

Tier 2 - Presentation
SAP Web Dispatcher VMs (HA pair in Availability Set) handle HTTP routing to SAP application servers. For sub-500-
user deployments, Web Dispatcher functionality is offloaded to Application Gateway backend rules.

Tier 3 - Application

SAP Central Finance application servers (ABAP stack) process business logic. Four application server VMs in an
Availability Set provide horizontal scalability. ASCS and ERS instances are clustered using Pacemaker with Azure
Fence Agent.

Tier 4 - Database

SAP HANA runs in a two-node System Replication configuration (primary + secondary) within an Availability Set.
The HANA Cluster overlay IP is managed by Pacemaker and exposed through Azure Internal Load Balancer with
direct server return (DSR).

Tier 5 - Integration / Replication
SAP SLT Server instances (active-passive) replicate financial documents from source systems via Azure ExpressRoute

or site-to-site VPN. SAP AIF monitors replication quality with alerting through Azure Monitor.

Table.5. Reference Architecture Component Matrix with SLA Targets

Application Zone-
1 - Edge Gateway éﬁlerea App 111/; z:éaged 1 (auto-scale) | redundant (2 | 99.95%
WAF v2 way min)
2 - | SAP Web | Azure VM + | Standard D4s 5 Availability 99 95%
Presentation Dispatcher ILB v4 Set 700
3 - | SAP  CFIN Standard E32 Availability N
Application App Server Azure VM s v4 4 Set SR
3 - | SAP ASCS | Azure VM + | Standard D4s Pacemaker / N
Application | Instance ILB v4 2 (cluster) STONITH 99.95%
4 - Database SAP HANA Azure VM ST Ll 1 2T SHEEIS 99.95%
Primary 28s Sync
4 - Database SAP HANA Azure VM Standard M1 | HANA HSR 99 95%
Secondary 28s + Pacemaker
5 - | SAP SLT | Azure VM + | Standard E16 | 2 (active- | Availability 99 959,
Integration Server ILB s v4 pass) Set oo
5 - | SAP  Cloud Standard D2s | 2 (master- | Shadow o
Integration Connector Azure VM v4 shdw) Instance 99.9%
Azure
N/A - Shared | ExpressRoute VNet ey 1 (HA pair) Zone- 99.95%
GW Gateway Performance redundant
Azure Azure Managed N
N/A - Shared Bastion Bastion PaasS 1 Managed HA | 99.95%
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VI. AZURE AVAILABILITY SETS: CONFIGURATION AND TOPOLOGY

Azure Availability Sets are the foundational HA construct for SAP workloads in single-region deployments. Unlike
Availability Zones, which span physically separate datacenters within a region, Availability Sets operate within a single
datacenter and focus on isolating VMs from concurrent hardware failures and maintenance windows. For SAP Central
Finance - where SAP HANA synchronous System Replication mandates sub-millisecond network latency between
primary and secondary nodes - Availability Sets are the preferred approach in 2021 deployments.

6.1 Fault Domain Isolation

Each Azure fault domain represents a distinct physical rack with independent power supply, cooling, and top-of-rack
network switch. Distributing SAP VMs across two fault domains ensures that a single rack failure cannot bring down
both the primary and secondary nodes of a clustered SAP component. For the ASCS/ERS cluster, the active ASCS
instance is assigned to fault domain 0 and the ERS instance to fault domain 1, guaranteeing that hardware failure of one
domain allows the surviving node to assume enqueue server ownership within the cluster failover timeout.

6.2 Update Domain Configuration

Update domains control the sequence in which Azure applies host OS patches and planned maintenance to underlying
physical hosts. With 5 update domains configured across 4 SAP application server VMs, a maximum of one VM is
subject to planned maintenance at any time, preserving a minimum of 3 application server instances throughout the
maintenance window. This exceeds SAP's recommendation of maintaining at least 2 active dialog instances during
maintenance operations.

Table.6. VM Fault Domain and Update Domain Assignments

et [, [ Lo o
S e |
z)frln-cﬁn-app- (ACSFIN)Dialog :I\;Is)et-cﬁn- 0 0 10.10.2.10 g;alzliard_E3
z)frzn-cﬁn-app- (AE:SFIN)Dialog Z;;et-cﬁn- 1 1 10.102.11 g;alzljard_E3
z)lgn-cﬁn-app- I(ACSFIN;)ialog Z;;et-cﬁn- 0 ) 10.10.2.12 ;zarxl]jard_E3
z)lzn-cﬁn-app- EACSFIN) Batch Z;;et-cﬁn- 1 3 10.10.2.13 izarsljard_E3
e aNA T e : o030 | Sanieri
el Foaal L | -
z)frln-cﬁn-wd— g’i:‘;amher 1 :;/dset-cﬁn- 0 0 10.10.4.10 Stz\t]r;dard_D4
z)frzn-cﬁn-wd— \S/iesl;amher , :;/jet-cﬁn- 1 1 10.10.4.11 ftif:‘dard,D4
vm-efinslt- | 1 7 (Active) | avset-cfin-slt | 0 0 10.10.5.10 | Sandard EI
01 6s v4

grzn'Cﬁ“'S't' (Sl)Lalsive) avset-cfin-slt | 1 i 10.10.5.11 E;aiiardjl
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VII. APPLICATION GATEWAY LOAD BALANCING FOR SAP FIORI

Azure Application Gateway is a Layer 7 load balancer offering SSL/TLS termination, URL-based routing, cookie-
based session affinity, HTTP header rewriting, and integrated Web Application Firewall (WAF) capability. For SAP
Central Finance, Application Gateway serves as the single entry point for all SAP Fiori and ABAP back-channel traffic
from corporate users connecting via ExpressRoute private peering or from the public internet via site-to-site VPN split
tunnelling.

7.1 Application Gateway v2 SKU Configuration

The WAF v2 SKU is mandated for this architecture due to its auto-scaling capabilities (1 to 125 capacity units), zone-
redundant deployment option, and integrated OWASP Core Rule Set 3.1 for Web Application Firewall protection. Key
configuration parameters are detailed in Table 7.

Table.7. Azure Application Gateway WAF v2 Configuration Parameters

. WAF capability + auto-scale
SKU Tier WAF_v2 required for SAP Fiori
Minimum Capacity Units 2 E:;llsres bascline HA during off-
. . . Supports peak period-close load
Maximum Capacity Units 10 e n—
Frontend TP Type Public + Private Public for internet access; Private
for ExpressRoute users
SSL Policy AppGwSslPolicy20170401S (TLS | SAP apd corporate security policy
1.2) compliance
HTTP Listener Protocol HTTPS (443) All traffic encrypted end-to-end
BrokendIPtoiocol HTTP (8000) SAIP U0l dfli pord; LB
terminated at gateway
. . Cookie-based Required for SAP Fiori stateful
Session Affinity S .
(ApplicationGateway) sessions
Health Probe Protocol HTTP GET /sap/bc/ping SAP ICM liveness endpoint
Health Probe Interval 20 seconds Balance between sensitivity and
ICM load
Health Probe Timeout 8 seconds ST . 2 BlbNE e
completion
. . Avoids false positives during
Unhealthy Threshold 3 consecutive failures ABAP restarts
WAF Mode Prevention Active blocking of OWASP CRS
3.1 threats
WAF Rule Set OWASP CRS 3.1 Industry standard; tuned for SAP
URI patterns
. Prevents blocking of SAP-specific
Custom WAF Rules 4 rules (SAP path allow-list) URLs with colons
Connection Draining Enabled, 30 seconds Grapeful SAP session termination
during server removal

7.2 Routing Rules and Backend Pools

URL-based routing rules direct SAP Fiori Launchpad traffic (/sap/bc/ui5_ui5/), SAP OData services (/sap/opu/odata/),
and SAP ICM administrative endpoints to distinct backend pools. The Web Dispatcher backend pool contains the two
Web Dispatcher VMs; the direct-AS pool contains all four application server VMs for RFC-based and batch traffic.
Weighted round-robin is applied within each backend pool, with server weights adjusted proportionally to available
work process counts.
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Table.8. Application Gateway URL-Based Routing Rules

/sap/bc/ui5_uidS/
*

pool-web-

vm-cfin-wd-

rule-fiori-ui F 01/02 10 HTTP
rule-odata {ksap/opu/odata/ g?s(r))la;:z}elz; z)frlr;;)czﬁn—wd— 20 HTTP
rule-nwbc /sap/be/nwbe/* g;;(;;gﬁz; z)/rlr;;)czﬁn-wd— 30 HTTP
e L
rule-icm-admin | /sap/bc/icm/* pool-ascs-only z)lrln—cﬁn—ascs— 50 HTTP
rule-default /¥ zi’s‘;}agﬁgr g‘lr;'oczﬁn'w‘i' 100 HTTP

VIII. NETWORK ARCHITECTURE AND SEGMENTATION

Table.9. VNet and Subnet Design - Hub-and-Spoke Network Topology

The network architecture employs a hub-and-spoke topology using Azure Virtual Network Peering. A centralised hub
VNet hosts shared network services (Azure Firewall, ExpressRoute Gateway, Azure Bastion, DNS resolvers), while a
dedicated SAP spoke VNet hosts all SAP workload VMs. This model aligns with the Azure Cloud Adoption
Framework's Landing Zone pattern and supports consistent network policy enforcement via Azure Firewall policy
inheritance.

vnet-hub (Hub) | 10.0.0.0/16 I(i)liltiainer AN N/A N/A None
snet-hub- ExpressRoute /
sateway 10.0.0.0/27 VPN Gateway None None None
ST 10.0.1.0/26 Azure Firewall | None None Azure Firewall
firewall
snet-hub- 10.0.2.0/27 Azure Bastion | nsg-bastion None Azure Bastion
bastion
z/g;:)-lf:f =g 10.10.0.0/16 ssri)ie CFIN | \va rt-sap-spoke None
snet-sap-appgw | 10.10.0.0/24 éggg:;gﬁbne ;| nsg-appgw None App Gateway
snet-sap- Web Dispatcher
e 10.10.1.0/24 / ASCS VMs nsg-sap-pres rt-sap-spoke None
snet-sap- CFIN App
application 10.10.2.0/24 Servers nsg-sap-app rt-sap-spoke None
Zr;f;{j;g 10.10.3.0/24 %i/fs HANA nsg-sap-db rt-sap-spoke None
snet-sap- SLT / Cloud .
integration 10.10.4.0/24 Connector VMs nsg-sap-int rt-sap-spoke None

SolMan /
snet-sap-mgmt | 10.10.5.0/24 monitoring nsg-sap-mgmt | rt-sap-spoke None

VMs
voet-dr (DR |5 /16 | DR VNet (West | ) rt-dr-spoke None
region) US 2)
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8.1 NSG Rules for SAP Tiers

Network Security Groups enforce microsegmentation between SAP tiers. The following table documents the critical
inbound NSG rules for the database subnet, which represents the most restrictive tier in the architecture. All rules
follow the principle of least privilege - only explicitly required port ranges are opened, with all other traffic denied by
the default deny rule.

Table.10. NSG Rules - SAP HANA Database Subnet (nsg-sap-db)

allow-hana- snet-sap- 30015,

100 sql lalbomid application 30013 Tep Allow

snet-sap-

110 allow-hana- Inbound database 40001= TCP Allow

hsr 40004
(peer)

120 allow-hana- | g snet-sap- 4390,8090 | TCP Allow
studio mgmt

130 allow-hana- | 0 nd snet-sap- 30015 TCP Allow
slt integration
allow-azure- AzureLoadB | 62500,

10 Ib-probe Inbound alancer 62501 Tee Allow

150 allow-ssh- Inbound snetthub' o) TCP Allow
bastion bastion

160 allow-azure- | oy 4 ng | VirwalNetw | g TCP Allow
monitor ork

170 allow-hana- | 4 g | Storage 443 TCP Allow
backup (service tag)
deny-all- * * *

4096 inbound Inbound Deny

IX. SAP HANA HIGH AVAILABILITY ON AZURE

SAP HANA System Replication (HSR) in synchronous mode (SYNC) is the recommended approach for achieving
RPO=0 and near-zero RTO for the HANA database tier. In synchronous replication, a COMMIT on the primary is not
acknowledged to the application until the redo log has been written to the secondary's persistent store. This guarantees
zero data loss on planned or unplanned failover, at the cost of a minor write latency overhead (typically 0.3—0.8 ms per
COMMIT within a single Azure datacenter using Availability Sets).

9.1 HANA System Replication Parameters

Table.11. SAP HANA System Replication Configuration Parameters

Synchronous replication
SYNC - primary waits for
secondary ACK
Secondary replays redo
logs; faster than deltainfo
mode
Standard
number for
productive system
Logical name for the
secondary replication site
Direct primary-to-
secondary replication
Pre-loads column store

Replication Mode RPO = 0 on failover

Operation Mode logreplay Faster takeover

instance

HANA Instance Number | 00 CFIN | Port offset 30000+

Secondary Site Name cfin-hana-dr Used in Pacemaker

HSR Tier 1 (single tier) Simplest topology

Reduces failover RTO

preload column tables true
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tables on secondary into
memory
Disabled - adds CPU
enable log compression | false overhead not justified at | Lower CPU overhead
SYNC mode
Standard  redo log
actual log_mode normal persistence (non- | Data durability
overwrite mode)
. Estimated replication
EZ;VC"SZE Bandwidth | ¢ 15 Gpps bandwidth for 1 TiB | Sizing input
HANA DB
Pacemaker Resource Op?n-S.OI.J.I'CC RA
SAPHanaSR maintaining HANA | Automates takeover
Agent .
cluster state in CIB

9.2 Failover RTO Measurement

Failover RTO for SAP HANA on Azure using Pacemaker and the SAPHanaSR resource agent is measured across three
phases: detection time, takeover time, and reconnection time. The following benchmarks were derived from controlled
failover tests conducted on Standard M128s instances within a single Availability Set.

Table.12. SAP HANA Failover RTO Benchmark - Controlled Test Results (2021)

STONITH fence 15-25 Pacemaker declares node | Azure Fence Agent calls

execution lost Azure VM API

HANA secondary SAPHanaSR  performs | Includes log replay of

30-60 .

takeover sr_takeover queued redo entries
Pacemaker Ttk Direct  server  return

Overlay IP reassignment | 3-5 Azure ILB backend removes DNS

dependency

SAP App Server 30-45 RFC connection pool | icm/conn_max_time

reconnection retry controls retry window

SAP Web Dispatcher 20-40 WD detects new active | Based on probe interval

health check HANA x threshold

End-to-end RTO (total) ~120-175 From fgult detection to Meetg SAP HA target of
user login <5 minutes

X. DISASTER RECOVERY WITH AZURE SITE RECOVERY

While the intra-region HA architecture addresses hardware failures and planned maintenance, a regional disaster - such
as a natural event affecting an entire Azure datacenter - requires cross-region DR capability. This architecture employs
Azure Site Recovery (ASR) for replication of SAP application-tier VMs to a secondary Azure region, and SAP HANA
System Replication Tier 2 (asynchronous) for database-level DR. The two mechanisms are orchestrated through Azure
Site Recovery Recovery Plans to ensure consistent, sequenced failover of the entire SAP Central Finance stack.
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Table.13. Disaster Recovery Configuration - RPO/RTO Targets by Component

SAP CFIN App | Azure Site <1 hour s We§t Uus 2 Qi

Servers Recovery (paired)

SAP Azure Site West US 2

ASCS/ERS Recove <1 hour <4 hours (paired) Quarterly

Cluster Yy P

SAP Web | Azure Site West US 2

Dispatcher Recovery < Lligm? <2l (paired) Qi

SAP  HANA HA NA~ HSR . West US 2 .

Prima Tier 2 | <15 min < 2 hours (paired) Bi-annual
Y (ASYNC) P

SAP SLT | Azure Site West US 2

Server Resoeny <1 hour <4 hours Crrtize) Quarterly

SAP HANA | Azure Backup N Geo-pair Monthly restore

Backup (geo-redundant) Point-in-time = 6 hours (automatic) drill

Azure Blob | GRS (geo- . Geo-pair

Storage redundant) Wepemeel g | <l lawe (automatic) sl

Azure Key | GRS + soft- . . .

Vault delete Near real-time | <30 min Geo-pair Annual

DNS / Private | Azure Traffic . . West US 2

e e N/A (failover) <5 min Camtiied) Quarterly

Dual-circuit (2 . Alternative
ExpressRoute providers) N/A <30 min POP Annual

XI. SECURITY ARCHITECTURE

Financial systems hosted on Azure require a defence-in-depth security posture aligned with both SAP's Security
Baseline Recommendations and Microsoft's Zero Trust architecture principles. The security architecture for SAP
Central Finance on Azure is structured across four planes: identity, network, data, and platform.

Identity security leverages Azure Active Directory (AAD) as the authoritative identity provider, with SAP Identity
Authentication Service (IAS) acting as a SAML 2.0 / OAuth 2.0 proxy to SAP Fiori. Multi-factor authentication is
enforced for all SAP Fiori access through AAD Conditional Access policies. Privileged access to SAP ABAP systems
is managed through SAP GRC Access Control with emergency access "firefighter" roles subject to audit logging.

Table.14. Security Controls Matrix - SAP Central Finance on Azure

. AAD Conditional
Identity MFA enforcement Access + IAS ISO 27001, SOX Implemented
. Privileged access | SAP GRC AC +
Identity management Azure PIM SOX, GDPR Implemented
Identity SSO for SAP Fiori Isﬁévm 2.0 via SAP | 1569 57001 Implemented
WAF (OWASP | Azure App
Network CRS 3.1) Gateway WAF v2 PCI DSS, OWASP | Implemented
Network DDoS Protection BT DD ISO 27001 Implemented
Standard
App Gateway SSL
Network TLS 1.2+ only policy + SAP ICM PCI DSS Implemented
Network Microsegmentation NSGs per subnet Zero Trust Implemented
Azure Firewall
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Network Private Endpoints Key Vaul.t, Storage, GDPR, ISO 27001 | Implemented
Backup via PE
Azure Disk
Data Encryption at rest Encryption (ADE) | GDPR, ISO 27001 | Implemented
+BYOK
Encryption in | TLS 1.2 end-to-
Data transit end; IPsec for HSR PCIDSS Implemented
Azure Key Vault
Data Key management HSM (FIPS 140-2 | ISO 27001 Implemented
L2)
SAP Data
Data HANA data | cistodian  (GDPR | GDPR Att. 25 Planned Q3 2021
masking .
masking)
Platform Vulnerability Microsoft Defender 1SO 27001, CIS sl
management for Cloud
. . Azure Sentinel +
Platform SIEM integration SAP audit logs SOX, ISO 27001 Implemented
. Azure Backup with
Platform Backup encryption CMK in Key Vault GDPR, ISO 27001 | Implemented
Secure admin | Azure Bastion (no
Platform A0CESS public SSH/RDP) CIS Benchmark Implemented

XII. PERFORMANCE BENCHMARKS AND SIZING

Accurate sizing is critical to balancing performance against cost in a SAP Central Finance deployment. Undersized
environments lead to replication backlogs and period-close processing delays; oversized environments inflate the
monthly Azure bill unnecessarily. This section presents sizing guidelines derived from real-world CFIN workload
profiling across multiple enterprise deployments in 2020-2021, supplemented by SAP Quick Sizer outputs and Azure
Mv2-series benchmark data.

Table.15. SAP Central Finance HANA Sizing Guidelines by Deployment Scale

Small - Pilot 2-3 SAPECC | 50,000-100,000 | 256384 Sta“dard—Mm 30,000
Medium -~ 46 SAP | 100,000—
Divisional ECC/S4 300,000 512-768 Standard M64s | 60,000
Large - Group . 300,000— Standard M128
s 7-12 mixed 200,000 1,000-1,500 ; 120,000
X-Large - . 800,000— Standard M208
Gl 13-20mixed | 00 000 1,500-2,500 s v 200,000
XX-Large - | 500 ostems | 2,000,000 3,000+ @ MBS | g g
Mega Corp ms_v2
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Table.16. SAP Application Server Sizing for Central Finance Workloads

Pilot/Dev | <50 40 Standard B8 | 5 8 64
Small SitandardiEl
Production S0-150 80 6s v4 2 16 128
Medium Standard E3
Production 150-350 160 25 v4 3 32 256
Large Standard E3
Production 350-600 280 25 v4 4 32 256
X-Large Standard E6
Production 600-1,000 400 4s v4 4 64 512
Batch Heavy | N/A (batch) | 120 BG WPs §;a‘ijarde3 2 32 256
12.2 Network Performance Benchmarks
Table.17. Network Latency and Throughput Benchmarks - East US Region (2021)

App Server — ]

HANA (intra- | 0.12 0.31 24.8 TCP g;f;f? *

subnet) ping

HANA Primary HANA

—  Secondary | 0.28 0.64 11.2 TCP replication

(HSR) monitor

App Server —

ASCS 0.09 0.18 N/A RFC SAP SMI2
enqueue test

(Enqueue)

App Gateway Azure App

— Web | 0.45 1.20 9.5 HTTP Gateway

Dispatcher metrics

Web Dispatcher 015 0.38 32 HTTP SAP WD

— App Server access log

ExpressRoute Azure

(on-prem  — | 4.2 8.7 8.0 TCP ExpressRoute

App GW) metrics

SLT — HANA SLT replication

via subnet 0.18 0.42 164 IDBC dashboard

IJIRSET©2021

XIII. COST ANALYSIS AND TCO OPTIMISATION
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A rigorous Total Cost of Ownership analysis is essential for the business case supporting SAP Central Finance on
Azure. This section presents a cost model for the Large Production scenario (Standard M128s HANA, 4x
Standard E32s v4 app servers) across three pricing strategies: pay-as-you-go, 1-year Reserved Instances (RI), and 3-
year Reserved Instances. All figures are based on Azure East US pricing as published in Q1 2021 and include compute,
storage, networking, and supplementary Azure services.
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Table.18. Monthly Azure Cost Breakdown - Large Production Scenario (Q1 2021 East US Pricing)
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HANA Primary

Standard M128

VM s $17,280 $10,195 $7,296
HANA Standard M128

Secondary VM S $17,280 $10,195 $7,296
CFIN App Standard E32s

Server VMs VA x4 $9,760 $5,755 $4,117
ASCS/ERS Standard D4s

VMs V4 x 2 $584 $344 $246
Web Dispatcher Standard D4s

VMs va X 2 $584 $344 $246
SLT Server Standard E16s

VMs VA x2 $2,440 $1,438 $1,029
HANA (0N 4 TiB Premium

Disk (P50) SSD x 2 $1,024 $1,024 $1,024
HANA  Data 8 TiB Premium

Disk (P60) SSD x 2 $2,720 $2,720 $2,720
App Server OS 512 GiB P20 x

Disks 4 $300 $300 $300
Azure App WAF v2 (2-10

Gateway WAF CU avg) $675 $675 $675
Azure Internal Standard LB x

LB 3 $45 $45 $45
ExpressRoute Ultra

Gateway Performance §2,197 $2,197 $2,197
Azure Backup 2 TiB/month @

(HANA) $0.032/GiB e e e
Azure Monl.tor 200 . GB/day $1.200 $1.200 $1.200
/ Log Analytics ingestion

Azure Key . .

Vault HSM Premium tier $6 $6 $6
Azure Bastion Standard tier $140 $140 $140
GUINE IDIDIER Per VNet $2,944 $2,944 $2,944
Standard

Egress 5 TB/month

Bandwidth estimate $425 $425 $425
TOTAL

MONTHLY $59,668 $39,811 $31,970
TOTAL

ANNUAL $716,016 $477,732 $383,640

IJIRSET©2021
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13.1 TCO Comparison vs On-Premises

Table.19. 5-Year TCO Comparison: On-Premises vs Azure (Large Production Scenario)

Hardware (server + $480,000 100%
storage)

Compute TaaS $0 $404,000 $216,000 N/A (new cost)
Software - Licenses | /¢ 09 $18,000 $18,000 62.5%
(0S)

Data Centre o
Colocation/Power $96,000 $0 $0 100%
Storage o
(SAN/NAS) $72,000 $48,000 $48,000 33.3%
Networking 0
(WAN/LAN) $36,000 $48,000 $48,000 -33.3%
IT Operations FTE | ¢,,4 000 $120,000 $120,000 45.5%
(partial)

High Availability /| ¢, 0 509 $52,000 $52,000 71.1%
DR infra

Hardware Refresh $96,000 $0 $0 100%
(amort.)

Security & 1 560,000 $38,000 $38,000 36.7%
Compliance tools

TOTAL ~ (5-Year, | ¢ 563 900 $728,000 $540,000 ~58% — ~31% net
annualised)

Note: Estimated regional revenue by segment ($, approximate)
XIV. OPERATIONAL CONSIDERATIONS AND MONITORING

Sustaining the 99.95% availability SLA of the SAP Central Finance environment requires a comprehensive operational
model encompassing proactive monitoring, structured patching, incident response procedures, and regular DR testing.
This section describes the observability stack, alerting thresholds, and operational runbooks recommended for the
reference architecture.

14.1 Azure Monitor and Log Analytics

Azure Monitor serves as the centralised telemetry platform. SAP-specific metrics are ingested via the Azure Monitor
agent for Linux (formerly OMS agent) deployed on all SAP VMs, combined with SAP HANA monitoring views
exposed through SAP HANA plugin for Azure Monitor (generally available since October 2020). Alert rules are
configured with appropriate thresholds to minimise false positives while ensuring critical conditions are captured
within a 5-minute detection window.
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Table.20. Azure Monitor Alert Thresholds - SAP Central Finance Operations

HANA SAP — HANA | 750, ofRAM | 90% of RAM | PagerDuty P2 | <2 hrs
Memory Usage | views

HANA  CPU | Azure VM | 70% avg (5| 85% avg (5

Utilisation Metrics min) min) PagerDuty P2 <2 hrs
HANA  HSR | HANA > 500 MB log | > 2 GB log .
Replication Lag | MONITORING | backlog backlog Hgeiiny 12l < Sl
HANA System Service VM .
Availability Azure Health degraded unreachable PagerDuty P1 <15 min
ASCS Enqueue | Azure ILB | Probe success < | Probe success < .
Server Health probe 80% 50% PagerDuty Pl < 15 min
App Server | SAP SM50 | WP queue > 30 | WP queue > 60

Work Process (CCMY) min min PagerDuty P2 < 1hr
App Gateway | App GW o o .
lemelenel Seslin | fhmastics < 80% healthy | <50% healthy | PagerDuty P1 <15 min
SLT

Replication ISOAIS) AIF/SLT | 50 errors/hr > 200 errors/hr | Email + Jira <4 hrs
Errors &

Disk  Latency | Azure VM Disk

(HANA data) Metrics > 15 ms avg > 30 ms avg PagerDuty P2 <2 hrs
ExpressRoute ExpressRoute AS path | BGP  session .
Circuit BGP metrics changes down PagerDuty Pl < 15 min
SO LRI || SO T Warning status | Failed status Email alert <4 hrs
Job Status Center

Cost Anomaly | Azure Cost 0 0 Email to

(>20% spike) Mgmt +15% vs 7d avg | +25% vs 7d avg FinOps <24 hrs

14.2 Patching and Maintenance Strategy

SAP kernel and OS patching follow a quarterly cadence aligned with SAP's Support Package Stack releases. HANA
revisions are applied through a rolling update procedure: the secondary HANA node is patched first, a controlled
takeover is performed, and the former primary is patched as the new secondary. Application server updates use Azure
update domains to ensure a maximum of one server is offline at a time. Azure host maintenance notifications trigger
automated pre-maintenance checks via Azure Automation runbooks, which verify HANA HSR synchronisation state
and ASCS cluster health before allowing the maintenance window to proceed.

XV. CONCLUSION AND FUTURE WORK

This article has presented a comprehensive reference architecture for SAP Central Finance on Microsoft Azure, with
high availability as the central design objective. The architecture demonstrates that the combination of Azure
Availability Sets (fault domain and update domain isolation), Azure Application Gateway WAF v2 (Layer 7 load
balancing and security), SAP HANA System Replication in synchronous mode, and Pacemaker cluster management
can deliver a composite SLA of 99.95% for mission-critical financial systems.

The empirical benchmarks presented - HANA failover RTO of 120-175 seconds, intra-subnet network latency below
0.32 ms at p99, and application server scalability to 1,000 concurrent Fiori users across four E32s v4 VMs - validate
the technical feasibility of the proposed design for large enterprise Central Finance programmes. The cost analysis
demonstrates potential TCO savings of 23-31% over equivalent on-premises deployments when 3-year Reserved
Instances are applied, primarily driven by elimination of hardware refresh cycles and data centre operational costs.

Several avenues for future research merit attention. First, the transition from Azure Availability Sets to Azure
Availability Zones - feasible since 2021 for SAP HANA ASYNC replication DR scenarios - warrants detailed latency
profiling to determine whether advances in Azure's inter-zone networking infrastructure make SYNC replication across
zones viable for CFIN workloads. Second, the emergence of Azure NetApp Files as a high-performance NFS storage
option for SAP HANA data volumes offers an alternative to Premium SSD managed disks that could simplify the
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shared storage requirements for ASCS clustering and reduce failover complexity. Third, the integration of Azure Arc-
enabled Kubernetes with SAP Containerised Deployments represents a paradigm shift from VM-based to container-
based SAP operations, with potential RTO improvements through pod-level rescheduling rather than VM-level
failover.

As enterprises accelerate SAP S/AHANA cloud migrations under the influence of SAP's RISE with SAP programme
and the 2027 ECC end-of-mainstream-maintenance deadline, reference architectures such as the one presented here
provide engineering teams with a validated, opinionated starting point that reduces architecture risk and accelerates
time-to-productive-operation. The authors recommend this architecture as a foundation for Central Finance
deployments in the 150—-600 concurrent user range, with the sizing tables in Section 12 providing guidance for scaling
beyond this range.
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